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This document outlines the basic tool rights to be assigned to standard user groups in Montana.  

 

 

 

User Group Considerations 
 

Districts and schools must create user groups that grant and restrict user access to specific areas of 

information. Consider the following when creating user groups: 

 

 Modifying the tool rights of a user group will change the rights for all assigned users.  

 User rights are cumulative. For example, if an individual is assigned Read rights to Scheduling 

in one group and Write rights to Scheduling in another group, the user will have Read and 

Write rights to the Scheduling module. 

 An individual’s user rights may be further modified beyond what is specified by his/her 

assigned user groups. 

 

 

Privacy Law Compliance 
 

To ensure that unauthorized users do not violate federal FERPA and HIPPA privacy laws, 

unauthorized users should NOT be allowed access to certain, federally protected areas in Campus.  

 

The following fields/areas of student data are federally protected: 

 

Student Information > General > Enrollments > State Reporting > Meal Status 

Census > People > Demographics > Enrollments > State Reporting > Meal Status 

Student Information > General > Enrollments > State Reporting > Ward of State 

Census > People > Demographics > Enrollments > State Reporting > Ward of State 

Student Information > General > Enrollments > State Reporting > Homeless 

Census > People > Demographics > Enrollments > State Reporting > Homeless 

Student Information > General > Enrollments > State Reporting > Migrant 

Census > People > Demographics > Enrollments > State Reporting > Migrant 

Student Information > General >Enrollments > Special Ed > Service Hours 
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Census > People > Demographics >Enrollments > Special Ed > Service Hours 

Student Information > General > Enrollments > Special Ed > Service Hrs Percent Reported 

Census > People > Demographics > Enrollments > Special Ed > Service Hrs Percent Reported 

Student Information > General > Enrollments > LEP 

Census > People > Demographics > Enrollments > LEP 

Student Information > General > Enrollments > Enrollment History 

Census > People > Demographics > Enrollments > Enrollment History 

Student Information > Health > Conditions 

 

NOTE: The district system administrator must specifically deny unauthorized users and user 

groups access to the preceding fields; otherwise, those users will be able to access protected 

data when pulling ad hoc reports.  

 

 

 

How to Use this Document 
 

The following basic tool rights are the minimum rights suggested per user group. ONLY the rights that 

differ from those of their immediate containers are noted. If a sub-right is not listed in this document, it 

can be assumed that it has the same settings as its direct parent.  

Example   

Grading and Standards     

Reports     

 

This setup is for a user who should not have rights to Grading and Standards, but should be able to 

access Grading and Standards reports. Because the sub-right (Reports) differs from that of its containing 

section (Grading and Standards), the item is displayed in the document. As the user should not have 

access to the other sub-rights of Grading and Standards (e.g., Auto Grade, Grading Tasks), these items are 

not displayed because they rights match those of the parent right (Grading and Standards). 
 

 

 

Tool Rights  
 

All Campus Users 

Campus Tool Name Read Write Add Delete 

All Campus users should be assigned both of these rights. 

Account Settings     

Log Off     
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Ad Hoc Read-Only (No report creation) 

Campus Tool Name Read Write Add Delete 

This group should be added to users who will generate reports that other users have created and 

shared. 

Student Info     

General     

Ad Hoc     

 

Ad Hoc Reporting     

 

 
Ad Hoc (Full reporting) 

Campus Tool Name Read Write Add Delete 

This group should be added to users who need access to all ad hoc reporting tools. System 

administrators will need to be members of this group to be able to create and share filters with other 

members. 

Student Info     

General     

Ad hoc     

 

Ad Hoc Reporting     

 

 

Attendance Clerks 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Attendance     

Allow Unfiltered Search     

 

Attendance     

Attendance Dialer     

Dialer Scheduling     

 
 

Counselors 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Summary     

GUID     

Enrollments     

General Enrollment Info     

Graduation     
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Campus Tool Name Read Write Add Delete 

State Reporting     

Special Education     

Schedule     

Attendance     

Programs     

Grades     

Transcript     

Credit Summary     

Assessment     

Behavior     

Allow Unfiltered Search     

Reports     

Folder Labels by DOB     

File Labels by DOB     

Results     

 

Grading and Standards     

Reports     

 
 

Disciplinary Staff 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Summary     

GUID     

Enrollments     

Graduation     

State Reporting     

Special Ed     

Schedule      

Can Overload Sections     

Attendance     

Grades     

Behavior     

Behavior     

 

 

Master Schedulers 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Enrollments     
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Campus Tool Name Read Write Add Delete 

Graduation     

State Reporting     

Special Ed     

Schedule     

Allow unfiltered search     

 

Scheduling     

Courses     

Sections     

Attendance     

Grading By Task     

Grading By Student     

Assessments     

Trials     

 

 

Principals 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Summary     

GUID     

Enrollments     

Graduation     

State Reporting     

Special Ed     

Schedule     

Can overload sections     

Attendance      

Grades     

Transcript     

Credit Summary     

Assessment     

Behavior     

Allow unfiltered search     

 

User Communication     

 

 
Read Only 

Campus Tool Name Read Write Add Delete 

Student Information     

General     
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Campus Tool Name Read Write Add Delete 

Summary     

GUID     

Enrollments     

Graduation     

State Reporting     

Special Ed     

Schedule     

Can Overload Sections     

Programs     

Behavior     

Ad Hoc Reports     

Records Transfer     

Allow unfiltered search     

     

System Administration     

Data Utilities     

Student Records Transfer     

Notify Process Inbox     

 

 

Records Transfer 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Records Transfer     

Allow unfiltered search     

Student Locator     

Impact Aid     

 

 

Registrars (Census) 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Summary     

Enrollments     

Graduation     

State Reporting     

Special Ed     

Records Transfer     

Allow unfiltered search     

Student Locator     

Reports     
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Campus Tool Name Read Write Add Delete 

Enrollments Overlap     

Enrollment Status     

Enrollment Summary     

Duplicate IDs     

 

Census     

People     

Enrollments     

Graduation     

State Reporting     

Special Ed     

Enrollment History     

Credentials     

Add Household     

 

 
Special Education Administration 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Enrollments     

Special Ed     

Allow unfiltered search     

Special Ed     

Reports     

 

System Administration     

Special Ed     

 

 
Special Education Staff 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Summary     

GUID     

Enrollments     

Graduation     

State Reporting     

Ward of State     

Migrant     

Meal Status     

Homeless     

Schedule     
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Campus Tool Name Read Write Add Delete 

Can Overload Sections     

Ad Hoc Reports     

Records Transfer     

Allow unfiltered search     

Special Ed     

Summary     

 

GUID     

Health     

Student Locator     

Reports     

Enrollment Overlap     

Enrollment Status     

Enrollment Status     

Duplicate IDs     

 

 

State Reporting Staff  

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Summary     

Enrollments     

 

MT State Reporting     

 

 
Teachers 

Campus Tool Name Read Write Add Delete 

Student Information     

General     

Summary     

Schedule      

Attendance     

 

Instruction     

Attendance List     

Admin     

Composite Grading     

Messenger     

 

 

 

 


